WIRELESS

SENSOR. NETWORKS

By DavID E. CULLER and WEI HONG, GUEST EDITORS

Thousands of tiny low-power devices spread over large physical spaces
collaboratively monitor the environment, guide vehicles, and predict
potential faults in buildings, bridges, roads, and rails.
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ireless sensor networks
are emerging as both an
important new tier in
the IT ecosystem and a
rich domain of active
research involving hard-
ware and system design,
networking, distributed
algorithms, programming models, data manage-
ment, security, and social factors. They are begin-
ning to realize the vision of an embedded Internet,
in which networks of interconnected computing
devices deeply embedded into the physical environ-
ment transform whole fields of science, engineering,
and manufacturing by providing detailed instru-
mentation of many points over large spaces, both
natural and artificial.

Sensor networks provide a new kind of instru-
ment—call it a macroscope—that enables us to
observe and interact with physical phenomena in real
time at a fidelity that was previously unobtainable.
Such pervasive instrumentation will be of great value
in a range of applications, including understanding
ecosystem dynamics, setting land-use policy, protect-
ing property, efficiently operating and managing
machinery and vehicles, establishing perimeter and
building security, protecting packages and contain-
ers, monitoring supply chain management, and help-
ing deliver health care. Sensor networks readily
extend to monitoring interactions among many
objects within these domains, ensuring asset man-
agement, ubiquitous computing environments, and
emergency response. Moreover, they help feed infor-
mation into autonomous distributed control actions
in, say, building temperature control and precision
agriculture systems.

To fully realize the vision of the embedded Inter-
net, the related devices must be small, unobtrusive,
and expendable, and the network of potentially thou-
sands of nodes must be cost-effective to develop,
deploy, program, utilize, and maintain. Thus, sensor
networks present significant systems challenges
involving the use of large numbers of resource-con-
strained nodes operating essentially unattended and
exposed to the elements and to the potential for mali-
cious attack for years at a time while dealing with the
noise, uncertainty, and asynchrony of the real world.
They need to be largely self-organizing, self-regulat-
ing, and self-repairing, programmable in place, and
easily utilized as an ensemble.

Over the past few years, various platforms, includ-
ing the Berkeley wireless Mica mote, have been devel-
oped to allow researchers to address these challenges
in concrete, not just conceptual, terms. Meanwhile,
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important applications in the natural environment
and in smart structures have helped identify the prac-
tical limits and prioritize future directions in the
problem domain.

This special section addresses the lessons being
learned through direct experience in realizing several
important facets of the embedded Internet vision.
Each of the four articles represents a substantial thrust
in translating that vision into reality, including the
design and development of applications, hardware
and software needed to collect ubiquitous physical
data, distributed algorithms for gathering and analyz-
ing this information, and methods for robust and
secure operation. We challenged each group to
address three key aspects of their research: the state of
the art, a common framework in which to understand
their approaches, and an image of likely paths for
future development.

nvironmental ~ monitoring  has
emerged as an especially important
initial proving ground. Its long-term
outdoor deployments stress reliability,
low-power operation, network proto-
cols, data quality, and new experimen-
tal processes. For example, in
monitoring bird nesting habits,
devices must be placed in small underground burrows
before the birds arrive and last throughout the nesting
season without disturbing their activity. Szewczyk et
al. chronicle how a number of habitat-monitoring
applications focus and drive their computer systems
research toward developing an overall network archi-
tecture for dense monitoring of regions of physical
space, power conservation, real-time network-perfor-
mance monitoring, robust data collection despite
intermittent connectivity, and verification of novel
empirical data. Their experience monitoring environ-
mental conditions, along with those conditions’
effects on living organisms, sheds light on key systems
issues, including routing, power management, and
long-term network performance.

The underlying hardware technology for wireless
sensor networks, consisting of perhaps thousands of
integrated devices, with built-in processing, storage,
and sensors with RF transceiver, energy storage, and
antenna, is evolving quickly and gaining a signature
style of design. That design involves many energy-
constrained, resource-limited devices operating in
concert as a result of application requirements
demanding long-term operation, up-close monitor-
ing, and constraints on size and available power. Hill
et al. articulate this new class of computer system and
the range of design points it comprises, including



specks of a few square millimeters of silicon, com-
modity microcontroller-based devices about the size
of a coin, and more-powerful microprocessor-based
embedded nodes. They also represent a road map of
future developments, including deep integration and
specialized accelerators to reduce power, extrapolating
from several current devices, including the Berkeley
motes, the Intel iMote, the Stargate Xscale-based
server, and tiny integrated devices, along with such
technology trends as improved radios and emerging
standards.

Applications extract and process information as it
flows across a distributed collection of the sensing,
storage, processing, and communication resources
that form wireless sensor networks. Thus, classical
networking issues and query-processing issues become
deeply intertwined, as queries are continuously
processed within the network. Woo et al. explore this
emerging interplay of historically distinct domains.
Drawing from their experience implementing query
processing in environment- and building-monitoring
applications, they describe the TinyDB and Diffusion
architectures, identifying a set of novel networking
mechanisms that includes query-informed routing,
efficient rendezvous, and virtual coordinate systems.
They suggest how the networking interface might
evolve to better serve the needs of in-network query
processing.

s progress is made on the technical

challenges of long-term, adaptive

deployments, effective platforms,

and efficient in-network query

processing, the possibility looms

that adoption of wireless sensor

networks might be paced largely

by competing social factors, or

how they directly affect the personal private lives of

individual people worldwide. To provide effective

security and meaningful privacy, the technical aspects

of these issues must be addressed from the start of any

system’s design process in the context of their end

applications. Also needed is guidance derived from

the social dialogue taking place among system archi-

tects, developers, users, and policy makers. Perrig et al.

identify the main security goals, and risks, of this

emerging class of system, including trust establish-

ment, key management, secrecy, authentication, and

robustness to various forms of denial of service. They

recommend ways to use them to formulate a set of key

security services, including effective defense strategies
against the most likely attack scenarios.

These articles represent an exciting, insightful

glimpse into the state of the art, as well as emerging

SENSOR networks

provide a new kind of
mstrument—call it a
macroscope—that enables
us to observe and interact
with physical phenomena
in real time at a fidelity
that was previously
unobtaimable.

future directions, in this important new area of com-
puter systems research, turning the vision of pervasive
instrumentation of the physical world into everyday

reality. @
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