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Abstract Y —
18F
Early approaches for computing duplicate-sensitive aggregates!t f. o
in sensor networks (e.g., in TAG) have used a tree topology, :
in order to conserve energy and to avoid double-counting sep-m
sor readings. However, a tree topology is not robust against s #:%. = -
node and communication failures that are common in sensor 6 [+
networks. Recent research has shown that for several duplica’[e-4 s s
sensitive aggregates (e.g., Count, Sum), significantly more accu- , &" ol o
rate and reliable answers can be obtained by combining energy- © 246002 W 50 55 60 65 70 75 80 & 90
efficient multi-path routing schemes with clever algorithms that X Epoch
avoid double-counting. In this paper, we establish a formal fount@) Nodes counted in TAG (b) Computing Avg with TAG
dation for this new approach, which we calinopsis diffusion )
Synopsis diffusion avoids double-counting through the use ofgure 1: (a) Random placement of the sensors in a
order- and duplicate-insensitive (ODI) synopskat compactly 20 x 20 grid and their activity with a realistic commu-
summarize intermediate results during in-network aggregatigrication model during a typical epoch. The lines show
We provide a surprisingly simple test that makes it easy to cheitle path taken by sensors readings that reached the query-
the correctness of an ODI synopsis and to develop new ODI s¥iig node at the center. (b) The average value computed
opses. We also show that the properties of ODI synopses gfi¢h different aggregation schemes by the querying node
synopsis diffusion createmplicit acknowledgments of packety qifferent epochs. Each sensor has a value inversely pro-
delivery. We show that this property can, in tum, enable t rtional to the square of its distance from the querying

system to adapt message routing to dynamic message loss node at the center, emulating the intensity readings of a
ditions, even in the presence of asymmetric links. Finally, w
g§d|at|on source at the center.

illustrate using extensive simulations the significant robustne
accuracy, and energy-efficiency improvements of synopsis dif-
fusion over previous approaches.

30000

25000

20000

15000

Result

10000 |

5000 F o s

parent.

However, aggregating along a tree is very susceptible

1 Introduction to node and transmission failures that are common in sen-

sor networks [21, 28, 29]. Since each of these failures
In a large sensor network, aggregation queries assuoses an entire subtree of readings, a large fraction of the
greater importance than individual sensor readings. Preadings are typically unaccounted for in a spanning tree
vious studies [21, 29] have shown that computing aggteased system(Figure 1(a)). This introduces significant er-
gatesin-network i.e., combining partial results at the inror in the query answer [8, 21, 29]. Efforts to reduce losses
termediate nodes during message routing, significantly bg-retransmitting packets waste significant energy and de-
duces the amount of communication and hence the endagyquery responses [21]. An improvement proposed for
consumed. A popular approach used by sensor databB&@ [21] was to use a DAG instead of a tree, and have
systems such as TinyDB [22] and Cougar [6, 27] is to coeach node with accumulated valusendv/k to each of
struct a spanning tree in the network, rooted at the queitg-k parents. For aggregates such as Count or Sum, this
ing node, and then perform in-network aggregation alongduces fronv to v/k the error resulting from a single
the tree. Partial results propagate level-by-level up the trggcket loss, but the expected aggregation error remains as
in distinct epochs, with each node awaiting messages frbad as for the tree [21]. This is depicted in Figure 1(b),
all its children before sending a new partial result to itgshich shows that both the tree (TAG) and DAG (TAG2,



two parents) versions consistently overestimate the actual
average value. Moreover, the high variance of the com-

ers take advantage of any message they hear, (2)
eliminating acknowledgment messages because ODI

puted aggregate suggests that simply scaling the measured synopses enable implicit acknowledgments, and (3)

value up or down will not solve the problem.

The fundamental stumbling block is that in these com-
mon solutions, aggregation and the required routing topol-
ogy aretightly coupled and therefore it is not possible
to use arbitrarily robust routing, like multi-path routing.
Multi-path routing often results in message duplication
which would cause an overcounting of a large fraction of

quickly accounting for mobile sensors. By exploit-
ing these techniques, we show how to construct an
adaptive aggregation topologidaptive Ringsthat

is as energy efficient as but much more robust than
a tree topology. Its significant accuracy improve-
ment is demonstrated in Figure 1(b) by heRINGS
curve.

the readings. For example, if an individual reading or a4
partial sum is sent along four paths (to improve the likeli-
hood that at least one path succeeds), and three of them
happen to succeed, that value or partial sum will con-
tribute to the total sum three times instead of once.
Recent work [8] has proposed a technique, which we
call synopsis diffusionthat combines energy-efficient
multi-path routing schemes with clever algorithms to
avoid double-counting. By decoupling aggregation from
message routing, synopsis diffusion enables the use of ar-
bitrary multi-path routing and allows the level of redun-

dancy in message routing (as a trade-off with energy con-The remainder of the paper is organized as follows.
sumption) to be adapted to sensor network conditions. d@ction 2 presents the basic synopsis diffusion approach.
this paper, we establish a formal foundation for this negection 3 presents our formal framework and theorems
approach. for ODI synopses. Section 4 presents ODI synopses for
Synopsis diffusion achieves its decoupling of aggregadditional aggregates. Section 5 describes our Adaptive
tion and routing through the use ofder- and duplicate- Rings routing scheme. We describe our experimental re-
insensitive (ODI) synopse3o the best of our knowledge,sults and various trade-offs that synopsis diffusion enables
this is the first paper to formally define and study thig Section 6 presents. Section 7 describes related work,

important class of synopses. Previous works [8, 11, 28}d conclusions appear in Section 8.
consider only isolated examples of such synopses. ODI

synopses are small-size digests of the partial results re- . .
ceived at a node such that any particular sensor readhig Background and Motivation
is accounted for only once. In other words, the synop-
sis at a node is the same regardless of (1) the ordedfinthis section, we describe an in-network aggregation
which readings are received, and (2) the number of timié@mework that enables robust, highly-accurate estima-
a given reading from a given sensor arrives at the noéns of duplicate-sensitive aggregates. This framework
(either directly or indirectly via partial results). While dewas recently studied by Considire al. [8]." The ba-
veloping synopses for aggregates such as Max and Mi§ig approach is to use best effort, multi-path routing
trivial, synopses for duplicate-sensitive aggregates (e ghemes (e.g., [12, 8]) together with duplicate-insensitive
Sum, Count, Avg, Median, Uniform sample) are Cha"eng]-network aggregation schemes. This section describes
ing to devise. While our formal definition is not directlyhe general framework, which we cadynopsis diffu-
useful for designing synopses, we present simple propaiRn and provides specific examples of a routing scheme
ties that provably imply the more general definition ariRing9 and an aggregation scheme (for the Count aggre-
show how these properties can be used to ease the de§fjf) for concreteness. Although the description is based
of (provably correct) synopses. on adapting the TAG communication model and continu-
In addition to our main contribution dbrmalizing the OUS query scheme [21], it is not dependent on the particu-
synopsis diffusion framework and the ODI synopsieis lar model or scheme.

paper makes the following additional contributions: Synopsis diffusion performs in-network aggregation.
The partial result at a node is represented as a synop-

e Better Aggregation Topologies. We show how sis [2, 13], a small digeste(g., histogram, bit-vectors,
ODI synopses enaple energy-saving Commumcauo”lNote to reviewers: We independently discovered the same frame-

Strat_egie_s such as 1) eXplOi_ting the broadcast COMik, but as [8] has (just) appeared, we aotclaiming the description
munication medium by having any and all listenia Section 2 as a contribution of our submission.

Sample Aggregatedie present a number of aggre-
gates that can be computed using ODI synopses. For
example, we provide provably accurate answers to
Median, aholistic aggregatg16] that was consid-
ered unamenable to in-network aggregation [21].

e Performance Evaluation.We present an extensive
performance study on a realistic simulator (the TAG
system simulator) demonstrating the significant ro-
bustness, accuracy, and energy-efficiency improve-
ments achieved by synopsis diffusion.




sample, etc.) of the data. The aggregate computation is
defined by three functions on the synopses:

e Synopsis Generation:A synopsis generation func-
tion SG-) takes a sensor reading (including its meta-
data) and generates a synopsis representing that data.

e Synopsis Fusion: A synopsis fusion function Figure 2: Synopsis diffusion over the Rings topology.
SF(-,-) takes two synopses and generates a new sfossed arrows and circles represent failed links and
opsis_ nodes.

e Synopsis Evaluation: A synopsis evaluation func- ) ] ) ]
tion SE(-) translates a synopsis to the final answer2.1  Synopsis Diffusion on a Rings Overlay

During the query distribution phase, nodes form a set of

The exact details of the functiol®3), SF(), andSE() rings around the querying nodgas follows: q is in ring
depend on the particular aggregate query to be answeig.and a node is in ringR; if it receives the query first
An example is given at the end of this section; additionftbm a node in ringR;_1 (thus a node is in ringy, if it is
examples are presented in Section 4. i hops away frony). The subsequent query aggregation

A synopsis diffusion algorithm consists of two phaseBeriod is divided intoepochsand one aggregate answer
a distribution phasein which the aggregate query ids provided at each epoch. As in [21], we assume that
flooded through the network and an aggregation topolog9des in different rings are loosely time synchronized and
is constructed, and aygregation phasehere the aggre- allotted specific time intervals when they should be awake
gate values are continually routed towards the queryitfgreceive synopses from other nodes.
node. Within the aggregation phase, each node periodiWe now describe the query aggregation phase in greater
cally uses the functio8Q) to convert local data to a lo-detail, using the example Rings topology in Figure 2 for
cal synopsis and the functi®F() to merge two synopsesillustration. In this example, nodgis in R, there are five
to create a new local synopsis. For example, whenew@des inR; (including one node that fails during the ag-
a node receives a synopsis from a neighbor, it may gFegation phase), and there are four nodeR;in At the
date its local synopsis by applyii®F() to its current local beginning of each epoch, each node in the outermost ring
synopsis and the received synopsis. Finally, the queryifi in the figure) generates its local synopsis SG\v),
node uses the functioBE() to translate its local synop-wherev is the value to be included in the query answer,
sis to the final answer. The continuous query defines tedbroadcastst. A node in ringR; wakes up at its allot-
desired period between successive answers, as well ageddime, generates its local synopsis= SG-), and re-
overall duration of the query [22, 27]. One-time querieggives synopses from all nodes within transmission range
can also be supported as a special, simplified case.  in ring R+12. Upon receiving a synopss, it updates its

An important metric when discussing the quality dPcal synopsis as:= SF(s;s). At the end of its allot-
query answers in the presence of failures is the fractii§ifl time the node broadcasts its updated synap3isus,
of sensor nodes contributing to the final answer, calléf fused synopses propagate level-by-level towards the
the percent contributing With synopsis diffusion, a sen-duerying nodeg, which at the end of the epoch returns
sor node contributes to the final answer if there is &E(S) as the answer to the aggregate query.
least one failure-free “propagation path” from the node Figure 2 shows that even though there were link and
to the querying node. Aropagation patlis a hop-by-hop node failures, nodeB andC have at least one failure-
sequence of successfully transmitted messages from ffi§€ pPropagation path to the querying nagerhus, their
sensor node to the querying node. Note that it does s6hsed values are accounted for in the answer produced
require that the sensor’s reading actually be transmitféés epoch. In contrast, all of the propagation paths from
in the message, because with in-network aggregation, iigsleA failed, so its value is not accounted for.
reading will typically be folded into a partial result at each Since the underlying wireless communication is broad-
node on the path. cast, each node transmits exactly once; theref@negs

Although the synopsis diffusion framework is indepergenerates the same optimal number of messages as tree-
dent of the underlying topology, to make it more concretg@sed approache.g., [21, 22, 23, 29]). However, be-

we prowde an example overlay tOpOIOQy’ CaIMgS[S]’ °Note that there is no one-to-one relationship between the nodes in

WhiCh_ organizes the _nodes into a set of rings around g R and those in rin@R, ., — a node in ringR fuses all the synopses
guerying node, described next. it overhears from the nodes in ririy, 1.




cause synopses propagate from the sensor nodes to the SF(s,s'): Output the Booleawr of the bit vectors
querying node along multiple pathRjngs is much more ands.
robust[8]. (This added robustness is quantified in Sec-

tion 6.) e SKE(s): If i is the index of the lowest-order bit i&

that is still 0, outpu'~1/0.77351[11].

2.2 Duplicate-Sensitive Aggregates In Section 3, we will prove formally the order- and

ith is diffusi . be d duplicate-insensivity of this algorithm and that the ap-
With synopsis diffusion, aggregation can be done OVer%"r'oximation error guarantees of [11] hold for the algo-

bitrary message rogting topplogit_ﬁhe main challepge rithm. Intuitively, the number of sensor nodes is propor-
of a synopsis diffusion algorithm is to support duplicat fonal to 21 because if no node sets tht bit, then by

sensitive aggregates correctly for all possible multi-pa ) there are probably less thahnodes. The accuracy of

propagation schemesAs we will show in Section 3, the algorithm can be improved by having each synopsis

to aqhieve this, we require to map the target .aggregﬁligintain multiple independent bit-vectors and then taking
function (.g, Count) to a set obrder- and duplicate- the average of the indices with8E() [11]

insensitive(ODI) synopsis generation and fusion func- Considineet al.[8] recently showed how to extend this

tions. Intuitively, such a set of functions ensures thata(f\ orithm to the Sum adaregate. in an enerav-efficient
partial result at a nodeis determined by the set of read- 9 ggregate, gy

ings from sensor nodes with propagation paths,tin- manner, by devising a suitable ODI synopsis. We will use

dependent of the overlap in these paths and any overhe'r Sum algorithm in our Sum experiments in Section 6.

with redundant paths. No matter in what combination the(Pd't.'ona.lI examples in Section 4 de.monstrate that Synop-
) . X . sis diffusion can be used for very differing aggregates, if
fusion functions are applied, the result is the same. Thds
A . Suitable ODI synopses can be found.
a sensor reading is accounted for (exactly once) in the ag-
gregate if there is a propagation path from the sensor node
to the querying node, and it is never accounted for more

than once. We illustrate such functions using the follow3 Formal Framework, Theorems,

ing algorithm for Count. and Implications

Count. This algorithm counts the approximate total num-

ber of sensor nodes in the network. (It can readily g this section, we present the first formal foundation
adapted to other counting problems.) Note that orqis duplicate-insensitive aggregation. We define a syn-
nary Count (used by TAG) will not work with arbitrarygpsis diffusion algorithm to be “ODI-correct” if and only
topologies—the same value may be counted more thefis sG() and SF() functions are order- and duplicate-
once if the topology is not a tree. The approximation ghisensitive. Intuitively, these two properties ensure that
gorithm we present here is adapted from Flajolet and M@z final result is independent of the underlying routing
tin’s algorithm (FM) [11] for counting distinct elementstopomgy_ the computed aggregate is the same irrespec-
in a multi-set. It is a well-known algorithm for duplicatesje of the order in which the sensor readings are com-
insensitive approximate Count [5, 8]. The algorithm us@$yed and the number of times they are included during
the following coin tossing experiment CT(xJoss a fair he multi-path routing. We formalize these two require-

coin until either the first heads occurs xrcoin t0Sses ments later in this section. We begin with the following
have occurred with no heads, and return the numberfinitions.

coin tosses. Note th&8T() simulates the behavior of the
exponential hash function that is used in FM:;

fori < x,CT(x) =i with probability 2~ (1) 3.1 Definitions

The different components of the synopsis diffusion alg

fithm for Count are as follows. % sensor reading is a tuple consisting of both one or

more sensor measurements and any meta-data associated
e Synopsis: The synopsis is a bit vector of length> With the measuremente.g, timestamp, sensor id, and

log(n), wheren is an upper bound on the number dcation). Because of the meta-data, sensor readings are
sensor nodes in the netwotk assumed to be unique.f, there is only one reading cor-

. . responding to a given sensor id and timestamp).
e S@): Output a bit vectos of lengthk with only the ) . . .
e L We define asynopsis labeftunction SL(), which com-
CT(k)'th bit set. . .
putes the label of a synopsis. Tlabel of a synopsis

3The upper bound can be approximated by the total number of seni§_)Fief_ined as the set consisting O_f all sensor read?ngs con-
nodes deployed initially, or by the size of the sensor-id space. tributing tos. More formally,SL() is defined inductively,




3.2 ODI-Correctness

We now define what it means to be order- and duplicate-
insensitive. LetR be the universe of valid sensor read-
ings. Consider &Q) function, aSF() function, and a
projection operatoflq; these define a universg, of valid
synopses over the readingsin We assume th&F() is a
deterministic function of its inputs. The formal definition
of the properties we seek is:

(a) Aggregation DAG (b) Canonical left-deep tree

Figure 3: Equivalent graphs under ODI-correctness ® A synopsis diffusion algorithm i©ODI-correct if
SF() andSQ) areorder- and duplicate-insensitive

that is they satisfy:Vs € § : s = SG'(My(SL(s))),
as follows. Ifsis a synopsis, whereSG () is defined inductively on a set of val-
uesV = {vq,...,V} such thafly(ri) = v; as
sls) = { er}(Sl) WSle) 1s= 2(':3((%52) s (v)_{ SFSCV—{w}).sam) it |V =k>1
- SG(rq) if V=1

The operatow takes two multi-sets and returns the multi-

set consisting of all the elements in both multi-sets, in- ,
cluding any duplicates. E.g, {ab,c,c} & {b,c,d} — Pasent the SG() and SF() functions performed to compute

. : a single aggregation result using aggregation DAGas
{a,b, b’gi C, C’d}'d’\:ﬁte thalI_SL(z_ IS determlnsggy th?tsen'shown in Figure 3(a). There is a node for each of the
;o(jr rea :jngst arf1 th € aptp |c|a lonsSIE ) ag SE ()_I\; Its different instantiations of the functior®3) (which form
Independent of the particulars 8Q) an (). Note he leaf nodes) an8F() (which form the non-leaf nodes).
also that a synopsis label is a virtual concept, used only

. ere is an edge: f; — f; iff the output of the function
reasoning .about the correctness3fi) and SF() func- f1 is an input to the functiorf,. Thus, all internal nodes
tions: SL() is not executed by the sensor network.

have two incoming edges and 0 or more outgoing edges.

The notion of what constitutes a “duplicate” may vargorresponding to the aggregation DAG, ODI-correctness
from query to querye.g, a query computing the nuUm-gefines a canonical left-deep tree (Figure 3(b)). The leaf
ber of sensors with temperature ab&@F considers two nodes are the functior®3 ) on thedistinctvalues (in this
readings from the same sensor as duplicates, wheregs#mple, all readings result in distinct values), and the
query for the number of distinct temperature readings cQ{yn-leaf nodes are the functioB$(). A synopsis diffu-
siders any two readings with the same temperature as gign algorithm is ODI-correct if foanyaggregation DAG,
plicates. For a given query, we define grojection oper- the resulting synopsis islentical to the synopsis pro-
ator duced by the canonical left-deep tree.

More simply, regardless of ho8G) and SF() are
applied (.e., regardless of the redundancy arising from
that converts a multi-set of sensor readings (tuples) tofitslti-path routing), the resulting synopsis is the same as
corresponding set of subtuples (called “values”) by selewthen each distinct value is accounted for only onces. in
ing some set of the attributes in a tuple (the same set for\&k chose a left-deep tree for our canonical representation
tuples), discarding all other attributes from each tuple, ahdcause it lends itself to an important connection with tra-
then removing any duplicates in the resulting multi-set dftional data streams (as discussed in Section 3.3).
subtuples. The set of selected attributes must be such that
two readings are considered duplicates for the qagfy 3.2.1 A Simple Test for ODI-Correctness
and only if their values are the same. For example, for a
query computing the number of sensor nodes, the vallve believe that ODI-correctness captures the overall goal
for a sensor reading is its sensor id, because the goadfi®order- and duplicate-insensitivity. However, it is not
to count the number of distinct sensor ids. For a quemmediately useful for designing synopsis diffusion algo-
computing the number of distinct temperature readingghms because verifying correctness using this definition
the value for a sensor reading is its temperature measuwveuld entail considering thenboundechumber of ways
ment. For a query computing the average temperature, tth&t SG ) andSF() can be applied to a set of sensor read-
value of a sensor reading is its (temperature measuremargs and comparing each against the synopsis produced
sensor id) pair. by the canonical tree.

Figure 3 helps illustrate ODI-correctness. We can rep-

Mg - multi-set of sensor readings set of values



Thus, a very important contribution of this paper is iitself, which equals. Therefore, properties P1-P4 hold,
deriving the following simple test for ODI-correctnessso by Theorem 1, the algorithm is ODI-correct.
There are four properties to check to complete the test. Note that theSE() function did not factor into the
. considerations of ODI-correctness. ODI-correctness only
o Property P1:SG() preserves duplicates:vri,r2 € - ghops thatSE() will see the same synopsis as the left-
R :Mq({r1}) = Mq({rz}) impliesSAr1) = SAr2). geep tree. The accuracy of the approximate answer, on
That s, if two readings are_con3|dered duplicates (la;{e other hand, depends on the accuracy of appSiEQ
Mg) then the same synopsis is generated. to this synopsis. Clever algorithms are still required to get
e Property P2:SF() is commutative: Vs, € S : good approximations; ODI-correctness just simplifies the
SF(s1,%) = SF(s2,s1) task to considering only the left-deep tree on the distinct

e Property P3:SF() is associative: Vs;,$,S3 € S : values.

SK(s1,SK(s2,83)) = SF(SF(s1,%2),S3)-

vseS:SK(ss)=s. We begin with the following corollary of Theorem 1.

Note that proporty P4 'is much vyeaker than tr}:‘?orollary 1 Consider an ODI-correct synopsis diffusion
duplicate-insensitivity property required for QDI'aIgorithm with function$S@) andSF(). The sefs of syn-
corroctness. It only refers to what happons WEBEY) is opsis generated b$Q) together with the binary function
applied to the=xact same synopdisr both its arguments. SF() forms asemi-latticestructure
It says nothing about what happens wig#() is applied '
to different arguments that come from overlapping sets Risemi-|attice [10] is an algebraic structure with the prop-
sensor readm_g%. o . o _erty that for every two elements in the structure there is an
~ Given the simplicity of properties P1-P4, it is surprissiement that is their least upper bound. The funcgéi)
ing that they characterize ODI-correctness. The next thewssentially thépin operatorin lattice terminologyj.e.,
orem shows that indeed this is the case. there is a partial order on the elements such that:

Theorem 1 Properties P1-P4 are necessary and suffi-

cient properties for ODI-correctness. If 2= SF(xy) thenz = xandz =y 2)

The proof is given in the appendix. An example of a semi-lattice is the fixed sized bit-vectors

We illustrate how these properties can be used to prd{#ed in the Count algorithm with the b'ooloan OR func-
the ODI-correctness of a synopsis diffusion algorithm B{n- The top of ,the. lattice is the all 1's blt-voctor, the
revisiting the Count algorithm for counting the number ¢fottom is the all 0's bit-vector, and for any two bit-vectors

sensor nodes in the network. zandy, z >y iff every bit position set to 1 iry is also
setto 1 inz. Corollary 1 follows immediately from Theo-

Claim1 The Count algorithm in Section 2.2 is ODlyem 1 because it is well known that a commutative, asso-
correct. ciative, idempotent binary function on a set forms a semi-

. _— lattice [10].
Proof. Consider a projection operatbiy that maps a set

of sensor readings to the corresponding sensor ids. In ffi@lications. The semi-lattice structure of ODI synopses
Count algorithm,SF(s,s) is the Boolean OR of the bit a_md _theSF() function has an attractive practical implica-
vectorss and<. Since Boolean OR is commutative andon in the context of ad hoc wireless sensor networks. In
associative, so iSF(). Next, observe thalfl({r1}) = such notworks, the underlying routing topology needs to
Mq({r2}) if and only ifr; andr, have the same sensor ide contmuoursly _adapt_ed to cope with u_n_predlctable node
and hence are the same reading. TBGr1) = SGr2).5 and communication failures. Using explicit acknowledge-

Finally, SF(s, s) is the Boolean OR of the bit vectemith ments for this purpose wastes considerable energy. A
common solution in ad hoc wireless networks is to use

4For example, consider th8F() function that takes two numbersimplicit acknowledgements [19] to monitor communica-

x andy and returns their average. This satisfies property P4, beca;tﬁﬁ.I failures. Each noda sending ton snoops the sub-
the average ok andx is x. However, the function cannot be used to )

compute a duplicate-insensitive Average of all the sensor readings. B§duent broadcast froni to see ifn's message was ir_"
example, if the readings are 2,4,36, we have SF(SF(2,4),SF(2,36)) =0eed forwarded (and, therefore, was previously received)

but SF(SF(2,36),SF(4,36)) = 19.5 (and the exact average is 14).  py /. However, no effective approaches were known for

SWe assume here th&Gis applied only once to a sensor readin : ; i ;
The case wher&8Gcan be redundantly applied can be (provably) hagrg-ettlng |mp|IC|t aCknOWIEdgemems for in-network aggre

dled by using the exponential hash function of FM, instead of the simp@ation. E.g., consider computing the Sum with the TAG
CT-based generation. protocol. Ifn sends the valugto ', and later overhears




n’ transmitting some value > x, there can be two possi-communication error is upper bounded by approximately

bilities: eithern’ has heard fronm and has includeginz, 1— (1— p“)"*1. To make it more concrete, assume that

or ' has not heard from® andzis the sum of the valuesp = 0.1,h = 10. Then, withk = 1 (i.e. a tree topology),

n’ has heard from its other children. Thumshas no way the error is aroun€.65, while it is less thard.1 and0.01

to determine whether transmission througlis reliable. for k = 2 andk = 3 respectively. Hence, by increasing

The use of ODI synopses providesimplicit acknowl- the number of neighbors to transmit synopses towards the

edgemenimechanism and avoids the effect of this crucigluerying nodei(e., increasing the redundancy of the un-

problem. By (2) above, if a nodetransmits the synopsisderlying message routing), by denser sensor deployment

x and later overhears some parent notlgansmitting a if necessary, the communication error can be made in-

synopsisz > x, it can infer that its synopsis has beefr significant.

fectivelyincluded into the synopsisof that parent. Oth- Thus, with a robust topology, the main source of error

erwise, it can infer that its message to that parent has béethe result computed by a synopsis diffusion algorithm is

lost, and if it happens frequently it can adapt the topologlye approximation error. We here briefly present a generic

accordingly é.g.,switch its parent in a Tree topology offramework to analyze the approximation error bounds of

change its level in a Rings topology). Thus, overhearirgsynopsis diffusion algorithm.

a synopsig = x acts as an implicit acknowledgement for Traditionally, the error properties of approximation al-

the noden. gorithms are analyzed in eentralized modelhere the
algorithms are applied at a central plaeeg(, querying

3.3 Error Bounds of Approximate Answers node) where all the values are first collected. For exam-
ple, data stream algorithms [2] use this model. However,

Using synopses may provide only an approximate answghopsis diffusion presentsdéstributed modewhere the

to certain queries. In fact, there are two distinct sources®®() andSF() functions are applied in the distributed set

errors in the final answers computed by a synopsis diffof sensors. The following theorem shows the equivalence

sion algorithm. The first one is tedmmunication errar of these two models for an ODI-correct synopsis diffusion

which is defined by the fraction of sensor readings nalgorithm.

included in the final answer (i.e., 1 minus thercent con-

tributing). This error occurs because the underlying routheorem 2 The answer computed by an ODI-correct

ing scheme may not provide any failure-free propagatisynopsis diffusion algorithm is the same as that computed

path from some of the sensors to the querying node. Thefirst collecting the values that can reach the querying

second source of error is tlagproximation erroy which node through at least one failure-free propagation path

is defined by the relative error of the answer computed byd then applying th8Q), SF(), and SE() functions on

a synopsis diffusion algorithm over the answer computdtem.

by a corresponding exact algorithm using all the values

that can reach the querying node. This error is introduced®roof. (sketch) Consider an arbitrary instance of syn-

by theSQ), SF(), andSE() functions. opsis diffusion aggregation. By ODI-correctness, the cor-

We argue that with a sufficiently robust routing topokesponding aggregation DA®.Q. Figure 3(a)) can be re-

ogy, the communication error can be made negligible. \Wced to a canonical left-deep treeq.,Figure 3(b)). This

illustrate this using a simple analysis. Suppose the undéft-deep tree can be viewed as processing a data stream of

lying multi-path routing constructs a DAG rooted at the Sensor readings at a centralized place: to each new stream

querying node. We consider a regular DAG of heightvalue, we first apphsGand then appl\5F with the cur-

where each node at leviell < i < h, hask neighbors at rent stream synopsisJ

level (i — 1) to transmit its synopses towards the querying Hence, the final result computed by a synopsis diffu-

node andd neighbors at |e\/eai + ]_) to receive SynopsesSiOﬂ algorithm has the following semantics: (1) the final

from. Assume that message losses occur independeffigwer includes all the values that can reach the querying

at random with probabilityp. Then the number of sensoiode through at least one failure-free propagation path,

readingsN that can reach the querying node is given #nd (2) the result is the same as that found by applying
igh — d"t(A-p9a the functionSE on the output of a centralized data stream

N> 51— phid = S-8B=P =1 Thus, the overall : : A
L d(1-p)-1 algorithm usingSGandSF as indicated above.
6Because wireless communication can be asymmetrinay hear Theore_m 2 shows thany app_roxmatlon_ error guaran-
from n’ even ifn’ does not hear from. tees provided for the well-studied centralized data stream
"We say it iseffectivelyincluded because the conditian- x does  scenario immediately apply to a synopsis diffusion algo-

not precisely imply that the transmission framhas been received by rithm. as Iong as the data stream synopsis is ODI-correct
n'; rather it implies that even if the transmission is lost, the loss has n !

effect on the final output because it has been compensated by incIu;i—ZH_JS! we can effectively I_everag_e existing error analyses,
of the synopses from other childrenmf as illustrated in the following claim.




Claim 2 The Count algorithm in Section 2.2 has the samfggregates computed from uniform samples. Many
approximation error guarantees as Flajolet-Martin'suseful holistic aggregates, for which there is no efficient

(FM) distinct count algorithm [11]. and exact in-network aggregation, can be approximated
from a uniform sample computed using the previous algo-
Proof: Follows from Theorem 2. rithm. For example, given the sensor valuesc, . . ., Xn,

thek-th Statistical Momenfy = 157 . XK (e.g.,p is the
o Mean) and thek-th percentile value fod < k < 1 (e.g.,
4 Additional Examples k = 0.5 is the Median) can be approximated witaddi-
tive errof and with probabilityl — & by using a sample
In this section, we present example ODI-correct synopai[ssizeo(si2 Iog%) [4]. Thus, our random sampling algo-
diffusion algorithms to show the generality of the frameithm provides an efficient way to estimate these holistic
work. Because of page limitations, we only sketch thgygregates.

results. Most Popular Iltems. The goal of this algorithm is to

PreViOUS reSUltS. MaXimUm and Minimum are triViaI. return theK Values that occur the most frequenﬂy among
Count and Sum were discussed in Section 2. Averagf.the sensor readings. (Wh&nh= 1, this is the Mode.)
Standard Deviation, and Second Moment can be com-
puted by applying the Sum algorithm over suitably de- ¢ Synopsis: A set of theK most popular items (esti-
fined values [8]. Count Distinct can be done using atrivial  mated).
adaption of Flajolet and Martin’s algorithm (FM) [11]. ) .

In the remainder of the section, we present new ODI-* SGE): At node u, output the (value,_ weight) pair
correct synopsis diffusion algorithms for some additional  (V@lu;CT(K)), wherek > log(n) andn is the upper
important aggregates. bound of total items.

Uniform sample of sensor readingsSuppose each node ¢ SF(s;s): For each distinct valug in sUs, discard
u has a valueval,. This algorithm computes a uniform  all but the pair ¢, weight) with maximum weight for
sample of a given sizK of the values occurring in all the ~ that value. Then output thi€ pairs with maximum
nodes in the network. Note that traditional sampling pro-  Weight. If there are less thatpairs, output them all.
cedures [20] would not produce a uniform sample in the | SE(
presence of multi-path routing because they are duplicate-

sensitive. However, our ODI synopses produce a uni-ggsentially, the algorithm determines the frequency of
form sample of the contributing nodes (i.e., the nodes With item by running an ODI-correct Count algorithm for
failure-free propagation paths, regardless of whether theyen value. The counting is done using the Aggral.

are selected for the sample). The components of the alggriant [1] of Flajolet-Martin’s algorithm (FM), which es-

rithm are as follows: timates the number of distinct values by keeping track of
) ) . . the highest-order bit that is set to 1. Maintaining the Count
o Synopsis:A sample of sizeK of tuples. (Initially, it ¢ each item would result in very large synopses be-
will have fewer tharK tuples, until there are at leasfnq exchanged. Instead, our algorithm keeps track of the
K nodes contributing to the synopsis.) items generating the highest-order bits (and thus, proba-
e SG): At node u, output the tuple(valy,ry,idy), bilistically, occurring the most frequently in the network).
whereid, is the sensor id for node andr, is a uni- To reduce the number of false positives and false nega-
form random number within the rang@ 1]. tives, each synopsis can contain multiple independent sets
of popular items and the functioBE() can choose the
items that appear in the most number of sets. Details are
omitted due to page limitations.
The algorithm can be adapted to approximately answer
e SE(s): Output the set of valuesl; in s. the iceberg query to find all items occurring above a cer-
tain thresholdT as follows: SK() retains all the values
Because th&Q) function labels each value with a univjth weight > log(T).
form random number and thus places it in a random pOSi'Figure 4 summarizes the components of different syn-

tion in the global ordering of all the values in the networlﬁpsis diffusion algorithms we have presented in this pa-
selecting theX largest positions results in a uniform samse,

ple of the values from contributing nodes. The (duplicate-
removmg) un'on_Operat'on i8F ensures that the SYNOPSIS 8oy k-th percentile aggregates, the error is with respect to the rank
accounts for a given node’s value at most once. of the value not its magnitude.

s): Output the set of values ®

e SFK(s,s): From all the tuples irsUs, output theK
tuples (val;,r;,id;) with the K largestr; values. If
there are less thaf tuples insus/, output them all.




[ | Synopsis [SGy | SRu(s1, %2) [SEi(s) |

Maximum alog(X)-bit scalar |val, Max(s1,S2) S
Minimum alog(X)-bit scalar |val, Min(sy,sp) s
Distinct Count || alog(k)-bit scalar |hasHval,) Max(s1, ) 251
Count alog(k)-bit scalar |CT (k) or hasHid) Max(s1,S2) 21
Sum alog(k')-bit scalar |[CT(), or, fori = 1 to| Max(s;,s,) 251

val, doCT(K')
Uniform  sample| a sample of siz& | (val,, randomg 1), idy) | K itemse s, Us; with maxi-|vals ins

of sizeK mum random values
Top K frequent|K values and K| (val,,CT(k)) K (valy,CT(k)) tuples withl All the valug,s in
values log(k) bit scalars maximumCT (k) values s

Figure 4: Summary of different synopsis diffusion algorithms= total number of nodek = an integer> log(n),
X = maximumval,, k' = an integer> log(nX), s = local synopsis.

5 Adaptive Aggregation Topology  multiple querying nodes (in ring 0) who form a mesh and
combine the aggregated value at the end of each epoch or
As mentioned in in Section 3.2.2, the implicit acknowl(2) making nodes in ring 1 transmit multiple times if the
edgements provided by ODI synopses can readily be érplicit acknowledgement from the querying node (who
ploited to adapt the aggregation topology. We here sh#padcasts the final synopsis at the end of each epoch)
how to modify the Rings topology described in Sedmplies that it has not received a synopsis. The latter ap-
tion 2.1 to construct an Adaptive Rings topology. proach, although slightly more power consuming, uses the
The Adaptive Rings topology copes with the changesfigditional model of having a single querying node and we
network conditions (e.g., addition of deletion of sensordSe this approach in our simulation (where each node in
long term changes in link loss rate) by adapting the rifid 1 transmits twice).
assignments of the nodes as follows. A nadethe ringi  Figure 5 shows the effectiveness of the adaptation with
keeps track ofi 1, the number of times the transmissiong snapshot (from the querying node’s point of view) of a
from any node in ring — 1 have effectively included's single epoch. It graphically shows that the percentage of
synopses in lagt epochs. Whem;_; is small,x tries to  the contributing nodes of the Rings (Figure 5(a)), which
assign itself to a new ring. To do that, it computgsthe s more effective than a tree topology, can be significantly

number of times it overhears the transmissions of nOde$rh'pro\/ed by emp|oying the aforementioned adaptation
its own and the nearby ringsfor the lastk epochs. Itthen (Figure 5(b)).

uses the following heuristics: (1)#f_1 < n;1 andnj_1 <
ni < N2, assign node to ring i + 1 with probability p,
and (2) Ifnj;1 < ni_3 andnj 1 < nj < Nj_p, assignx to
ring i — 1 with probability p. Intuitively, the heuristics try
to assignx to a ring so that it can have a good number
nodes from the neighboring ring to forward its synops
towards the querying node at ring 0. The probabilist
nature of the heuristics avoids synchronous ring transiti
of the nodes and provides better stability of the topology.
In our evaluation in Section 6, we uke= 10andp = 0.5.
ODI synopses play two key roles in this adaptation.
First, implicit acknowledgement provides an estimati ;
of the quality of the existing links through_1 and sec-06 Evaluation
ond, it ensures that double counting a value during the
adaptation does not hurt. In this section, we evaluate the synopsis diffusion scheme
We make another change to make Adaptive Rings manmed compare it with the existing schemes. We present the
robust. Since for the nodes in ring 1, there is exactly oaecuracy of a few synopsis diffusion algorithms running
node receiving the transmission (the querying node), ringer the Adaptive Rings scheme and show the sensitivity
1's transmission are more susceptible to random traw$-Adaptive Rings to different network parameteesy,
mission losses. To cope with this, we suggest (1) usilags rate, node failures, node density, mobility).

In our evaluation, we compare Adaptive Rings with a
more expensive but robust scheme named Flood that relies
on each node broadcasting its synopsis to all of its neigh-

rs in each round. To ensure that all nodes contribute
%Eathe synopsis at the querying node, the Flood algorithm

sD + 1 rounds, wheré is the maximum distance of
apy node of the network from the querying node.
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Figure 5: Random placement of the sensors @0 20 grid and their activity during an epoch. The star at the
center denotes the querying node. The solid squares indicate the nodes not included in the final answer. the small dots
represent the nodes included in the answer computed in that particular epoch.

6.1 Methodology Transmission model. The TAG simulator supports a re-
alistic transmission loss model based on the wireless net-
Topology. To evaluate the performance of synopsis diffiwork interfaces in the Berkeley MICA motes. This realis-
sion and the different aggregation topologies, we implie loss model, described in [21], assigns loss probability
mented these algorithms within the TAG simulator used links based on the distance between the transmitter and
in [21]. In our simulations unless otherwise noted, weceiver as follows: the loss probabilities are 0.05, 0.24,
collect asum aggregate on a deployment @0 sensors 0.4, 0.57, 0.92, and 0.983 within the range 1, 2, 3,4, 5,

placed randomly in 20ft x 20ft grid. We place the and 6 ft respectively, and 1.0 outside the range of 6 ft.

querying node at the center of the grid. Sensors repggcuracy. To quantify the performance of the schemes,

their node-ids, which are assigned sequentially from 1 g use the relative root mean square error (RMS)—
600, as their sensor readings. We simulate five differ;eyt

aggregation schemesSAG (TAG's standard tree-based€fined asy V 51V —V)?/T, whereV is the actual
approach)TAG2 (the TAG approach with value-splitting?alué and is the aggregate computed at time The
among two parentsRINGS (the synopsis diffusion (SD) closer this value is to zero the closer the aggregate is to
algorithm over the Rings topologyADAPTIVE Rings  the actual value.

(SD over the scheme described in Section 5, caled Power consumption. There are two main sources of
Rings in the graphs) and-LoobD (SD over the flood power consumption on the sensor hardware: computation
topology). In each simulation, we collect results over 5Gthd communication. To enable our code to execute on ac-
epochs — we collect a single aggregate value each epdubl sensor hardware, we have implemented the synopsis
We begin data collection only after the underlying aggrdiffusion algorithm for computinggum and some other
gation topology, for both synopsis diffusion and TAG, araggregates within the TinyOS and the TinyDB environ-
stable. ment. By analyzing the binary code compiled by TinyOS

Message sizeWe use 48-bytes messages as used by ff§fl Using the data-sheet of the mote hardware [9], we
TinyDB systems. Eackum synopsis bit-vector uses 32tound that our code uses at most a few h_undred add|t_|0nal
bits. However, in transmitting multiple bit-vectors, w&PY Cycles in comparison to the TAG implementation.

reduce the size of the synopsis by interleaving the pihis difference was_|n5|gn|f|caqt|n both the pverall power

vectors and applying run-length encoding [25]. In our eRudget as We"faﬁ n .tfr;e relatlvr(? %mml;mcaf‘t'on power
periments for computingum, we use 20 32-bit synopsesconsumptlon of the different schemes.Therefore, we

that when compressed, takes around 14 bytes on averﬁgg.ose to simply use the network communication power
Two sets ofsum synopses (or one set afierage  syn- consumption to compare the performance of the different

opses that computes both tsiem and thecount ) fitin a approaches. We model the communication power con-

single TinyDB pa_Ck_et a_long with heade_rs and_ extra ro0Mopeasurements [22] indicate that 1 bit of transmission (or reception)
to handle the variation in the compression ratio. is equivalent to approximately 1000 cycles of computation.
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sumption according to the real measurement numbersre- 4

ported in [22]. 08 | e B §¥T;G{”*%

- MRS
6.2 Realistic Experiments s 06 * Flood = 1
Figure 6 shows how different schemes perform in com- ('-}J) 05+ x i
putingsumwith a random node placement and a realistic = 04 r % I
network loss model. The last two columns show the av-= 03 L
erage RMS errors of the computed aggregates when the 0.2 | gﬂgg R
sensor data is uniform (column 3) and when is it skewed 01 ¢ o A
(column 4) as in Figure 1. At a high level, it shows that 0 : : : :
bothTAG andTAG2 incur large RMS error because only 0 0.5 1 15 2 2.5
a small fraction of the nodes report to the querying node. Motes/Sq. Ft

Since bothTAG andTAG2 provide similar average RMS . .
errors, we report only the performanceTiG in the rest ~ Figure 8: The impact of sensor density on accuracy.
of the experimentsRINGS, which is as energy efficient

asTAG andTAG?2, is much more robust than these two. . . .
It also shows that the performanceAbAPTIVE RINGS shape) in which the sensors are deployed constant. This

is significantly better tharRINGS and is very close to makes_ Fhe connectivity graph (.)f Fhe SENSOIS More sparse.
FLooD under this realistic setup. Note that, the errmlg addition, we employ the realistic packet loss model de-

in FLoob come from the approximation algorithm. scribed earlier. _ _ _
Figure 8 shows the impact of changes in density on

o the accuracy ofTAG, RINGS, ADAPTIVE RINGS and
6.3 Effect of Communication Losses FLooD. As the network becomes more sparse, the ag-

In this set of experiments, we use a simpler loss mo@engatipn schemes are for_ced to use longer, more error-
in which each packet is dropped with a fixed probabilit%rﬁini Zr;ksrégglfsrzgjr:giiémﬁ]aﬁ; ggiglilgzrt‘ig&gass
Figure 7(b) shows the impact of changing this loss prob- g 9 cy In It

- : and ADAPTIVE RINGS, having limited redundancy com-
ability on the accuracy of the different schemes. Even .
with loss rates as low as 10%. the RMS error TAG pared toFLOOD, performs worse with very low sensor
is 0.36. whereas the RMS erro’rs FRINGS. ADAPTIVE density. However, in reasonably dense netwoABAP-
RIN.GS' and FLooD are only around.15 More impor- TIVE RINGS performs as well aELooD due to the large
tantly ADAPTIVE RINGS perform as V\}eIIIaELOODeven amount of redundancy it can take advantage of. Sparse

when the loss rate is as high 88%'°. We also note that networks surprisingly also have little impact GiAG.
TAG prefers to construct short trees since deep trees com-

\t/ci(tahFzﬁgr?argg?nnC?ogsﬂ-?;e(iﬁg;agis g}ﬁg ?%rg g;jslcdﬁlf?b[ned with packet losses result in very poor performance.
. g X y ynop ?is aresult, the average parent-child link distance does not
sion approaches. From Figure 7(a), we can see that

Qﬁs@énge significantly with density. This results in a similar

degradation is directly related to the fact that the rea . . .
. . . ercentage of sensors readings being omitted from the ag-
ings of fewer and fewer nodes are incorporated into the

reported aggregate. In addition, we can see that the %?giiedzggi'&herefore' similar error performance regard-

zﬁsta%fpfgiil#:iggnssgz?sr.nOdes dominates the impact o he added redundan.cy dgfLoob and ADAPTI'\/E
RINGS comes at a cost in terms of overhead. Figure 9
plots the impact of density on our overhead metric, com-

6.4 Effect of Deployment Densities munication power consumption. Since the node$AG

and RINGs remain awake for receiving messages for

The placement of sensors can influence the loss ratest%la— hly the same amount of time [21], and roughly the
servgd as well as the to.pology u§ed o agg_regate Se ‘?ﬁe number of transmissions occur in both schemes, the
readings. Here, we consider two different variations in trﬁ%des, :

of the sensor deployment region. and RINGS have the optimal overhead for transmission

TobevaI;Jate Ithe |mpacth<_)|f skenso_r dehnsny, we vary tB‘awer. ADAPTIVE RINGS consumes slightly more trans-
humber of total sensors while keeping the region (size atl?ﬁjssion energy due to the use of redundant transmissions

10At high loss rateFLooD fails to provide100%contributing nodes 1N finNg 1 (see Section 5) and the reception of the implicit
since we allow the flood to run for a limited number of epochs. acknowledgement. Note that, however, RReNGs and
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Scheme | % nodeg Error(Uniform)| Error(Skewed
TAG < 15% 0.87 0.99
TAG2 N/A 0.85 0.98
RINGS 65% 0.33 0.19

ADAPT. RINGS| 95% 0.15 0.16

FLooD ~ 100% 0.13 0.13

Figure 6: Comparison of different aggregation schemes.

1.1 1 —— =
1 S T - E RV 9 B = . %
0.9 %\%\\_x‘ * = *x B 08 /,,1'/ x ’:1 4
= 7F 1 S L S RINgS oS 1
é 06 ™ Flood > * . ] 0-6 F ARIngs +-ox-- X A
2 05} S RINgS e N 4 %) Flood +-=
8 L BA.RINgS o X, J = 04} ¥ * 1
> 0.4 NS [ ¥ -~
S 03} o, AR :
0.2 | a. ><\ , , ”B';‘ a
0.1 B \\\;e 7 1/ -
0 L ey Y oV
0O 0.10203040506070809 1 0O 0.102030405060.70809 1
Loss Rate Loss Rate
(a) % nodes included (b) RMS Error

Figure 7: Impact of packet loss on aggregation schemes.

area) constant. As shown in Figure 10, while the perfor-

mance ofTAG degrades as the diameter of the network
) increasesife., height of the tree increases), performance
s %8 e T of RINGS degrades only slightly.
57t xx TAG ——
= TAG2 ---x---
ol " Rings x| 6.5 Effect of Asymmetric Links
05 f 1 Asymmetric links are very common in real sensor net-
04 . . . . . . . work deployment [28]. To see the effect, we model asym-
15200 23 Gridfzidth % 40 45 %0 metric links in our simulation, using a realistic asymme-

try distribution [28]. As a result, the performanceThAG
RINGS gets significantly worse (arountb% worse

or TAG and10%worse forRINGS). The problem comes
from the fact that even if a nodehears from a nodgand
based on thatdecideg/ to be its parent in the aggregation
tree, without expensive per sender explicit acknowledge-
ADAPTIVE RINGS approach force each node to proceggent, there is no guarantee that the transmissionat
all of the received packets, in contrast t8AG node pro- 4y reachey. However, the implicit acknowledgement
cessing a smaller subset of these message per epoch. {Qlyhsis diffusion provides a solution for this problem:
tunaF(e.Iy, the cost of procgssmg amessage is far less th"é'lﬂsmission ofy tells x whetherx’s transmission has ef-
receiving the message. Finally, as expect®hOD has (o ively reache, and thus the topology can be adapted
the highest overhead for transmission and reception of glecordingly. Thus, the performance®bAPTIVE RINGS
schemes. degrades only slightly<¢ 3%).

In addition to density, the rough shape of a sensor de-
ployment can also affect the performance of the differeég Effect of Correlated Node-Failures
aggregation schemes. To evaluate this effect, we varie
the width of the rectangular deployment area while keeps show the effectiveness of topology adaptation in the
ing the height (=20) and the sensor density (2 per sQUAABAPTIVE RINGS scheme, we simulate two scenarios.

Figure 10: The impact of the shape of sensor deploym
on accuracy.
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Figure 9: Impact of sensor density on power consumption.

Figure 11(a) shows the first scenario where at ttree 6.7 Effect of Mobile Sensors

300, we disable all the sensors within the rectangular re-

gion {(3,15),(9,6)} of the 20 x 20 grid which causes a Sensors may be mobile for a number of reasons. They

loss 0f13%o0f the total sensors. To separate out the effectsly be deployed on mobile objectsg., Robots or they

of two key components, nodes in ring 1 sending twice anty be moved passively by the environmeatg(, by

all nodes adapting their rings to cope with the networkind or water currents). Mobility can cause a number of

dynamics, we compar&DAPTIVE RINGS with a scheme challenges, including: 1) the same sensor transmitting its

calledRINGS2. RINGS2 is basically theRINGS scheme readings from multiple locations (creating duplicate mes-

with the nodes in ring 1 sending their synopses twice (i.6ages), and 2) sensor movement changing the connectivity

ADAPTIVE RINGS without the topology adaptation). of the network. Due to synopsis diffusion’s resilience to
losses, duplicate messages and connectivity changes, it is
able to handle mobility much more easily than approaches

As the graph show#\DAPTIVE RINGS performs better |ike TAG.
(with higher% nodes and lower variance) than the othe_r The results to quantify the impact of mobility on these

schemes even when there is no drastic network dynamigfemes is shown in Figure 12(a). We assign the same ve-
(i.e.,t < 300. RINGS2 perform better thalRINGS Show- ity 1 all sensors in our simulation —we do vary this ve-
ing the effectiveness of the nodes in ring 1 sending Wiggjy hetween simulations. In addition, each sensor picks
Immediately aftet = 300, all the schemes suffer becausg o qom direction of motion at each time step. Each node

the dead sensors break all paths from a significant port@;bckS for possible adaptation on every 4th epoch.
of the live sensors to the querying node. Howedeap- TAG relies on the continued existence of the links that

TIVE RINGS gradually adapts its routing around the dead m the auareqation tree. it must either repair the a
sensors and, thus, lets almost all the live sensors com yon the aggregatl » It must either repa g
nicate again to the querying node. In contrasRiNGs2 gregation tree whenever sensor mobility removes one of

12% of the nodes who could contribute to the comput(%]ese. key links. I.ﬁ—AG’ whenever a node is d|sconr_1ected
aggregate before= 300fail to do so aftet = 300 The rom its parent, it connects to the next node that it hears

convergence time oADAPTIVE RINGS aftert = 300 de- from. In addition, to prevent loops, the disconnected node

pends on how often the adaptation is done and how |0$I o] dlsconne_cts from all its children. This essentially
link histories are considered to choose the ring numbgFces the entire disconnected subtree to be recreated. As

for a node. This result shows the contributions of both tﬁeresult,TAG performance degrades with higher rates of

ring adaptation and ring 1's retransmissions to the robuglgb'“ty as seen in Figure 12(a).

ness of theA DAPTIVE RINGS scheme. The resilience of synopsis diffusion to connectivity
changes depends closely on the type of propagation used.
For example FLoOD uses no history of past connectiv-

In the second scenario, we kilD%randomly selected ity to collect results. As a result, changes in connectiv-
sensors. As Figure 11(b) showApAPTIVE RINGS ef- ity should have little effect on the behavior of the system
fectively copes with the broken multi-path routes and let its performance. Note that Figure 12(a), does indicate
almost all the live sensors to report to the querying nodsme performance degradation. We suspect that this is a
However, the statiRINGS scheme fail to do so. result of the diameter of the network changing as a result
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Figure 11: The effectiveness of the Adaptive Rings scheme to cope with node failures.

0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

et =
- TAG ——— T’
B Rings ‘- — oo i
A.RiNgs - P .
- Flood o L d
- v S - ; : ]
i LR
o B |
I
- X I»}f i i n
i - . |
g A A o
0 0.2 0.4 0.6 0.8 1
Speed(Ft/Epoch)

(a) RMS Error

# Topology Repairs

5500
5000
4500
4000
3500
3000
2500
2000
1500
1000

500

04 05 06 07
Speed (Ft/Epoch)

(b) Adaptation Overhead

0.8

Figure 12: The impact of random motion on accuracy and topology adaptation overhead.

14



T L T T T 0.08
Realistic Loss =
NO Loss s 9} 0.07 T
0.8 .
_ £ 006 1
S S
= 06t | g 005 1
g S o004 f
= o
5 04r 1 > 003 |
= § 002 1
02 B — - 1 - > :
e T & oo01f 1
P | Lo Lo L
0 L. . 1 | | | B 1 O Il Il L
0O 20 40 60 80 100 120 140 0 100 200 300 400 500 600
Compressed Synopsis Size (bits) Sensors sorted by frequency
Figure 13: Effect of synopsis size in computing Sum Figure 14: Computing uniform sample

of mobility — preventing the flood from completing.

The performance of théADAPTIVE RINGS scheme
with mobility depends on a number of factors includin
frequency of the adaptation and the size of the history
the link quality.

The RINGS propagation relies on past measurements of
hop count distance between a sensor and querying node to
construct the propagation schedule. If a sensor movesg)g Bevond Sum
different distance from the querying node, the ring topot- y
ogy must be repaired. As expected, Figure 12(b) shows

that the frequency of these repairs is much lower than f)gjiform Sampling. Figure 14(b) compares the sampling
frequency of repairs to th&AG topology. In addition, gigorithm described in Section 4 running OVeDAPTIVE
each repair operation is simple since a node simply @§ngs with the random sampling algorithm known as
signs itself a ring number one greater than it hears frggysyp [20] running oveFAG. The algorithms compute
any of its reliable neighbors. These factors allBwGs 4 sample of size 5, and the graph shows the histograms
to maintain good performance despite hi-speed mobilityf the node ids included in 10,000 samples. Note that,
RanSub must be run over a tree topology (since its syn-
6.8 Effect of Synopsis Size opsis is not ODI), and it provides a uniform sample when
there is no message loss. However, with a realistic loss
Synopsis diffusion provides the opportunity to selectodel, RanSub witfAG provides a distribution far from
desired approximation accuracy based on the affordabl@form, while the synopsis diffusion algorithm, using

energy overhead (as determined by the message siaA®apTivE RINGS, closely approximates a uniform dis-
For example, in the approximageim algorithm in Sec- tribution.

tion 4, a larger synopsis enables additional independent
bit-vectors to be used, reducing the approximation errofop-k Values. We have also simulated the synopsis dif-
To see how the relative error of synopsis diffusiofusion algorithm to find 5 most frequent values in the net-
changes with the size of the synopsis, we increase therk where the value of a sensor is the integer part of its
number of bit-vectors in theum synopsis (and hence thedistance from the querying node (this creates a slightly
total number of bits in the compressed synopsis). Figkewed distribution of the popularity of the data). We
ure 14(a) shows the average of the relative errors of thee 10 synopses from whicBE() estimates the 5 most
final answer for realistic loss rate and for no loss rateopular items. We quantify the accuracy of our estima-
The x-axis of the graph shows the number of bits of then {xi,...,x} by using the metricelative rank-error
compressed bit-vectors (we increased the number of KRRE) = %z}‘zl(\i —r1i|), wherer; is the actual rank of
vectors by four and reported the length of the compressedn the descending order of frequency of all the unique
synopsis, thus the use of 20 bit-vectors in our other siitems. With realistic loss model and random placement
ulations corresponds to the use of around 100 bits). Tofethe sensors, our algorithm provides very smailQ;6)
graph also shows the 95% confidence interval of the coretative rank-error.

puted answers with no loss rate. The graphs shows that
%oth the average approximation error and the confidence

{erval can be decreased significantly by using more bits
(l).e., more bit-vectors) in the synopsis.
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6.10 Discussion ing about how data will be collected, rather than just what

- data will be collected.
Our results have quantified a number of advantages of that

synopsis diffusion provides over tree-based aggregatiorGuptaet al. [17] propose a gossip-based fault-tolerant
schemes. First, we have shown how synopsis diffusiapproach for computing aggregates over large process
reduces measurement errors (due to the combinatiorgafups. However, the solution is not energy-efficient, re-
estimation error and missing sensor readings) in lossy éiss on eventual convergence, and some of the assump-
vironments. Second, we have shown how synopsis diffiens (.g.,all the processes are synchronized with differ-
sion helps address the challenges imposed by node me:phases of the algorithm) are impractical for real sensor
bility and failures. Finally, we have shown that synopsigeployments.

diffusion can achieve these gains without a significant in- ) )
crease in power consumption. Bawaet al.[5] have independently proposed duplicate-

While our measurements have shown that synopsis drﬂasensitive approaches for estimating certain aggregates
fusion is preferable to tree-based approaches, they niapeer-to-peer networks. However, the work mainly fo-
not have made the choice of aggregation topology as cl€{Ses on the different semantics of the computed aggre-
Our comparisons show that tAepAPTIVE RINGS topol-  9ates and the required topology and algorithms to achleve
ogy, made possible by implicit acknowledgments, incutdat. They do not _formally address the formal require-
approximately the same overhead as®eGs topology Ments of the algorithms; they use peer-to-peer network
while providing much better accuracy/robustnessAP- for evalu.atlon and do not f:onglder many of the sensor-
TIVE RINGS is especially superior in the face of mobilfélévant issues addressed in this paper.

ity and noddE failures. The trad%olffi\ betwe@DAgT'VE There has been a flurry of recent work in the data stream
RINGS andFLOOD are more subtle ADAPTIVE RINGS o0 m ity devising clever synopses to answer aggregate

collects qbout 9Q% of the sensor readings in most reasa[]éries on data streams (see [2, 24] for surveys, and [3, 7]
able s_ettlngs Wh”é:"oo'? collects 100%. However, aNtor some more recent work). This work has not focused
experimenter could easily deploy extra sensors to CO8K the ODI synopses required for synopsis diffusion. Note

pensate for the lost readings. The lower power consunipat synopsis diffusion introduces two complications be-

tion of ADAPTIVE RINGS would significantly reduce theyond traditional data streams. First, the data is not pre-

frequency of sensors replacement. In the few Situam&?nted as a sequential stream to a single party. Instead, the

yvherg deploy_ments are Shqrt-llyed, every sensor readH}Ea is spread among multiple parties and the aggregation
is critical or high speed motion is commdR,00D May gt oceur in-network. Specifically, our synopsis fusion
be an appropriate choice. OtherwigeDAPTIVE RINGS function merges two synopses, not just a current synopsis
provides a much better set of tradeoffs. with a next stream value. More closely related is work on
distributed streams algorithms [14, 15] that also requires
the merging of multiple synopses. Previous data streams
work also has not focused on duplicate insensitivity. Al-

. . thqugh it has focused on aggregates that are by definition
Computing aggregates in sensor networks has been s Jlicate-insensitive, such &@ount Distinct . One

led in a number of recent papers [21, 22, 23, 29]. Tl% ception is a paper by Ta al. [26] that uses duplicate-
proposec_l gpproaches use a tree or DAG to.pology (Wf nsitive counting in mobile environments.

value splitting), and hence are not robust against node ande

link failures. The Considineet al. paper [8] is the most closely re-

To achieve robustness, Zhao al. [29] focus on dy- lated work to ours. They independently proposed using
namically maintaining a relatively robust aggregation treguplicate-insensitive sketches for robust aggregation in
The approach is orthogonal to ours and requires each nedesor networks. As noted earlier, our work extends this
to maintain statistics on link quality (to choose a stableork in a number of important ways: (1) we present the
parent). For duplicate-insensitive aggregates, they pfiost formal definition of duplicate-insensitive synopses;
pose a technique callatigest diffusionbased on flood- (2) we prove powerful theorems characterizing ODI syn-
ing. opses and their error guarantees—their paper has no anal-

Directed diffusion [18] provides a scalable and ragous results; (3) we present solutions for a wider range of
bust paradigm for communication in sensor networks aadgregates; (4) we consider techniques for adaptive rings
mainly focuses on robustly moving specific pieces of ithat reduce message loss; and (5) our simulation results
formation from one place in the network to another. Umise a more realistic communication loss model, and con-
like synopsis diffusion, it puts aggregation APIs in theider scenarios not addressed in their paper such as mobile
routing layer, so that expressing aggregates requires this&nsors.

7 Related Work
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8 Conclusions

In this paper, we have established a formal foundation
for synopsis diffusigha general framework for design-

(8]

ing energy-efficient, highly-accurate in-network aggregafoj

tion schemes for sensor networks. Synopsis diffusion en-
ables aggregation algorithms and message routing to[f@

optimized independently, through its use of order- and
duplicate-insensitive (ODI) synopses. Our paper is t

first to define and study this important class of synopses;
previous work only considered isolated examples of such

1]

synopses. We prove the powerful and somewhat surpris-

=
N

ing result that four easy-to-check properties on the synop-

sis generation and fusion functions characterize ODI syn-

opses. We give a number of novel examples of aggregates

that can be computed in-network using ODI synopses.

e
have shown how ODI synopses can provide the impliﬁl?]

acknowledgements for network transmissions. In addi-
tion, we show that the light-weight monitoring of trans-

missions using these acknowledgments can be exploited

to create an energy efficient and adaptive aggregati
topology. Finally, we provide an extensive performanle
study on a realistic simulator demonstrating the signifi-
cant robustness, accuracy, and energy-efficiency impro

ments achieved by an ODI-synopsis based approach run-
[16]

ning over our adaptive aggregation topology.
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Third, for each pair of adjacent leav&&(ri),SGrj) such
that Mg(ri) = Mg(rj), we can reorganiz&; (by applying P2
and P3) such that they are the two inputs toS#hnode. By
property P1, both inputs are the same synogsiso by property
P4, thisSF node outputs’. Replace the three nodes (tB&
node and its two leaf children) with one of the leaf nodes (say

()

1Y

Figure 15: Graph used in the proof.

Mg(ri) < Mg(rj). Call thisG3. Note that there is exactly one
leaf in Gz for each value il (SL(s)).

Finally, reorganize the tre€3 using P2 and P3 into a left-
deep treeG, (Figure 3); this is precisely the canonical binary
tree. In particular, there is exactly one leaf nod&ipfor each
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Appendix

Proof of Theorem 1.(sketch) Consider an arbitrary execution
of synopsis diffusion, producing a synopsisLet G be the ag-
gregation DAG corresponding to this aggregation (Figure 3(a)),
andx be the node irG that outputss. In this proof, we will
perform a series of transformations@athat, by properties P1—
P4, will not change the output of and yet will result in the
canonical left-deep tree.

First, letGs (Figure 15) be the tree rooted»atorresponding
to G, resulting from replacing each node @ with outdegree
k> 1 with knodes of outdegree 1, replicating the entire subgraph
under the original node for each of tk@odes. This may create
many duplicat&SF andSGnodes. Also, any node i@ without a
path toxis discarded (it did not affect the computatiorspfThis
is a valid execution becau&¥F is deterministic (so applying it
in independent nodes results in the same output, given the same
inputs), and likewis&Gr) = SG(r) is a special case of property
P1. Note that there is exactly one leafGa for each tuple in the
synopsis labebL(s).

Second, by properties P2 and P3, we can reorgdaizato
an equivalent tre€&, (figure omitted for lack of space) where
the leaves o6; are sorted bylqy(r) values: leaBG(rj) precedes
leaf SG(r;) only if Mg(rj) < Ng(rj).
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the left one). Repeat until all adjacent leaf nodes are such that

transformations have not changed the output), the algorithm is

essary by considering aggregation DAGs with at most four sen-





